Putting dispensers
on lockdown;

How InstaKey protects fuel pumps from card skimmers

Fuel Centers are being exposed to credit card skimming
theft. This can cost businesses over $3 billion annually.
But, with the help of InstaKey’s KeyControl® Program,
gas stations can protect themselves and their
customer’s credit card information.
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Skimming Theft occurs when:

e Owners allow unsecured access to their dispensers

e Devices are installed to steal consumer’s credit data

e Owners and Banking institutions bear the loss

Problem
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Skimmers gain access to fuel pumps by
stealing or copying universal keys.

InstaKey solution

INSTAKEY®
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Fuel Center Clients don't use universal keys
that open all fuel pumps — they obtain custom,
restricted keys that only work at authorized
locations and in approved locks.

Tracking what keys can access which fuel
dispenser locks is a challenging task.

Each key has a unique serial number and
cannot be copied to a mass market blank.
Keys can be tracked and monitored through
cloud-based software, and are only available
through InstaKey and authorized Distributors.

Replacing locks in the event that a Master
key is lost means servicing hundreds or
thousands of individual fuel pump units,
leaving them compromised in the interim.

Locks can be quickly and easily reset
with the turn of a key! If a Master key
Is lost, locks can be reset without lock
or hardware replacement, dramatically
reducing the risk of a security breach.
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